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Abstract— In this work, we study the problem of keeping
the objective functions of individual agents ε-differentially
private in cloud-based distributed optimization, where agents
are subject to global constraints and seek to minimize local
objective functions. The communication architecture between
agents is cloud-based – instead of communicating directly with
each other, they coordinate by sharing states through a trusted
cloud computer. In this problem, the difficulty is twofold:
the objective functions are used repeatedly in every iteration,
and the influence of perturbing them extends to other agents
and lasts over time. To solve the problem, we analyze the
propagation of perturbations on objective functions over time,
and derive an upper bound on them. With the upper bound, we
design a noise-adding mechanism that randomizes the cloudbased distributed optimization algorithm to keep the individual
objective functions ε-differentially private. In addition, we study
the trade-off between the privacy of objective functions and the
performance of the new cloud-based distributed optimization
algorithm with noise. We present simulation results to numerically verify the theoretical results presented.

I. I NTRODUCTION
Distributed optimization problems appear in various applications [1]. Applications that make use of distribution optimization include power systems [2], [3], communications [4],
[5], [6], signal processing [7], [8], sensor networks [9],
[10], and machine learning [11], [12]. In these applications
it is common to have agents in a network directly share
information with each other in the process of optimizing.
However, in some distributed systems, when the agents
share information with each other, a major concern is the
privacy of their personal data. A common framework for
privacy is the concept of ε-differential privacy [13], [14].
Generally speaking, the personal information of an agent is
ε-differentially private if its change does not cause significant
differences in the observables of the system, and hence
cannot be detected by outside observation.
Recently, there has been increased interest in applying the
concept of differential privacy in the context of distributed
optimization [15], [16], [17], [18]. The general goal is
to design distributed optimization algorithms that keep the
personal data of each agent ε-differentially private, while still
giving results reasonably close to the optima. Usually in these
studies, higher degrees of privacy result in further deviation
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from the optima and vice versa. This trade-off between privacy and performance is even a common phenomenon in the
broader context of privacy independent of optimization [19],
[20].
Unlike most of previous works focusing on keeping the
states of the agents private, in this work, we study the problem of keeping each agent’s objective (or utility) functions
ε-differentially private. While an agent’s state can reveal an
agent’s location and perhaps what it is doing, an agent’s
objective function can reveal what it values and, as a result,
what it is thinking or intending to do. For example, knowing
that someone is trying to minimize the cost or time required
to travel to some destination gives a strong indication of
their future location. The challenge here is that adding
independent noise at each time can only keep the objective
functions differential privacy for a finite time horizon [21],
otherwise, these independent noise will cancel out and reveal
the objective functions [22]. To circumvent this trouble, a
method of perturbing directly the objective functions has
been proposed [22]. This method is suitable for a distributed
implementation, though it applies only to strongly convex
objective functions. Work presented in [21] is likewise wellsuited to distributed problems and focuses on privacy for
additive terms in affine objective functions.
In this work, we are interested in keeping objective
functions private in multi-agent linear programs and present
results targeting such problems. We propose a centralized
mechanism for protecting the differential privacy of objective
functions for long time horizon by adding completely correlated noise, in the framework of a cloud-based architecture.
This architecture is inspired by real-world systems, and
provides a mix of centralized and decentralized computations
that lends itself to a variety of multi-agent problems [23],
[24]. In the cloud-based architecture, each agent possesses
an objective function to minimize, while subject to global
constraints. To coordinate on the constraints, the agents share
their current states through the cloud, instead of communicating directly with each other.
The rest of the paper is organized as follows. In Section II, the non-differentially private version of cloud-based
distributed optimization algorithm is formally presented. In
Section III, we incorporate privacy into the cloud-based
distributed optimization algorithm by adding noise and give
the definition of ε-differential privacy for the new algorithm.
In Section IV, we design a noise-adding mechanism for the
cloud-based distributed algorithm that preserves the privacy
of objective functions. In Section V, the trade-off between the
privacy of the objective functions and the performance of the

noisy optimization algorithm is studied for the noise-adding
mechanism proposed. Section VI then presents simulation
results to demonstrate the bounds on performance we derive.
Finally, we summarize the work and point out possible
further extensions in Section VII.
II. P ROBLEM F ORMULATION
A. Notations
In this paper, we denote the set of natural, real, and nonnegative real numbers by N, R and√R≥0 respectively. The
imaginary unit is denoted by i = −1. For any positive
integer n, let [n] = {1, . . . , n}. The Euclidean norm on Rn
is denoted by k · k. A finite sequence with index from 1 to
T is abbreviated by v (T ) = {v(1), . . . , v(T )}. An infinite
sequence {v(t)}∞
t=1 ⊆ R≥0 is dominated by another infinite
sequence {u(t)}∞
t=1 ⊆ R≥0 as t → ∞, written as v  u, if
limt→∞ v/u ≤ 1. A finite sequence of 0 is also denoted by 0
when there is no ambiguity. Given a set X ⊆ Rn , we denote
the projection of a point a ∈ Rn onto the set by ΠX (a).
The set of second-order continuously differentiable convex
functions is denoted by C 2 . The expectation and variance
of a random variable x are denoted by E[x] and Var[x],
respectively.
B. Distributed Optimization
The problem studied in this work derives from [24].
Consider a discrete- time distributed system of N agents
indexed over I = {1, 2, . . . , N }. The state xi of the ith
agent takes value in a non-empty, compact, and convex set
Xi ⊆ Rni . The ensemble state of the system is given by
T
T T
n
x = [xT
(1)
1 , x2 , . . . , xN ] ∈ X ⊆ R ,
PN
where n = i=1 ni and X = ΠN
i=1 Xi .
Each agent seeks to minimize a local C 2 objective function

fi : Rni → R,

i ∈ [N ],

(2)

while subject to M global C 2 constraints gj (x) ≤ 0, where
gj : Rn → R,

j ∈ [M ].

(3)

As with other related works, we make the following
assumption on the constraints.
Assumption 1: The constraints satisfy Slater’s condition:
there exists an ensemble state x ∈ X such that every
constraint is strictly satisfied, namely gj (x) < 0 for j ∈ [M ].
As with other related works in differentially private optimization [25], [26], the constraints should be Lipschitz
continuous.
Assumption 2: For each j ∈ [M ], there exist constants
li,j ∈ R≥0 for i ∈ [N ] such that
∂ gj
∂xi

≤ li,j .

(4)

We call li,j the ith Lipschitz constant, and lj = maxi∈[N ] li,j
the overall Lipschitz constant for gj (x).

Cloud-based architecture: Due to the fact that the
objective functions are local while the constraints are global,
we employ a cloud-based communication architecture to
coordinate the agents while they optimize [24]. Specifically,
the agents do not communicate directly with each other;
instead, to enforce privacy of the agents’ objective functions,
they coordinate with each other by communicating through
the cloud. At each timestep, the agents collect information
from cloud, update their states, and send them back to the
cloud. Meanwhile, the central server in the cloud gathers the
new states and computes the new information required by
the agents to re-update their states in the next round. It will
be shown in Section III how these computations in the cloud
are made private.
For the whole system, optimizing every fi (xi ) simultaneously is equivalent to optimizing the global objective function
f (x) =

N
X

fi (xi ).

(5)

i=1

For this global optimization problem, the Lagrangian is
L(x, µ) = f (x) + µT g(x),

(6)

where µ is a vector of Kuhn-Tucker (KT) multipliers that
takes values in M = RM
≥0 . We minimize f subject to
g(x) ≤ 0 by using the gradient-based algorithm of Bakushinskii and Polyak presented in [27], which takes the form



∂g
∂f
(x) +
(x)T µ + αt x
(7)
x ← ΠX x − γ t
∂x
∂x
µ ← ΠM [µ + γt (g(x) − αt µ)] ,
(8)
where the time-dependent parameters αt and γt asymptotically vanish. We choose this algorithm as the basis for the
current paper due to the noise-rejecting properties it provides
and the ability to naturally distribute it over a network, and
these properties will be exploited when noise is added for
privacy.
In this problem we will consider separable constraints. A
careful inspection of (7) and (8) shows that this algorithm
is therefore compatible with the cloud-based architecture.
While (8) is computed globally from x and µ by the
central server, (7) can be computed locally by each agent
given µ. Therefore, we derive the cloud-based optimization
Algorithm 1.
The convergence of Algorithm 1 is guaranteed by the
following theorem from [28], Theorem 6.
Theorem 1: Algorithm 1 converges to an optimum as the
times of iteration T → ∞, if the time-dependent parameters
αt and γt satisfy
γt = γ1 t−c1 ,

αt = α1 t−c2 ,

(9)

where α1 , γ1 > 0, c1 > c2 > 0, and c1 + c2 < 1.
Convergence rates for this algorithm can range from linear
to geometric [29] and depend upon the specific problem
under consideration, as well as the choices of αt and γt .

Algorithm 1 Non-differentially Private Cloud-based Optimization
Require: x0 ∈ X , µ0 ∈ M, parameters αt , γt , times of
iteration T .
xi ← xi (0), µ ← µ0
for t = 1 to T do
µ0 ← ΠM [µ + γt (g(x) − αt µ)]
for i = 1 to N
i
h do 
∂g
∂ fi
(xi ) + µ ∂x
(xi ) + αt xi
xi ← ΠXi xi − γt ∂x
i
i
end for
µ ← µ0
t←t+1
end for
III. D IFFERENTIAL P RIVACY
When the agents communicate through the cloud, privacy
is a major concern. A commonly used means for keeping data
private is the concept of ε-differential privacy. But, unlike a
number of other efforts to keep the agents’ state xi private,
here we try to keep each agent’s objective function fi private
using differential privacy.
In the distributed system, the information from the central
server µ(t) is public. The objective function fi that we
want to keep private is chosen correspondingly from a
parametrized family of functions
Fi = {fi (·; ai ) | ai ∈ Ai } ,

i ∈ [N ],

(10)

where each parameter set Ai is equipped with a metric
di (·, ·) : Ai × Ai → R≥0 ,

i ∈ [N ].

(11)

A. Technical Assumptions
For now on, we make the following two assumptions.
•

The parametrized family of objective functions contain
only linear objective functions, namely

ni
Fi = fi (x) = aT
, i ∈ [N ]. (12)
i xi | ai ∈ R
The distance on the parameters inherits from the Euclidean norm on Rni ,
di (x, y) = kx − yk.

•

(13)

There is only one linear constraint,
g(x) = bT x =

N
X

bT
i xi ,

(14)

i=1
T T
where b = [bT
1 , . . . bN ] . The ith Lipschitz constant for
g(x) is li = kbi k, and the overall Lipschitz constant is
l = maxi∈[N ] li .

These two assumptions are only to simplify the forthcoming presentation of results – the theoretical results presented
in the following sections are still valid when the objective
functions fi (xi ) and the constraint g(x) are C 2 and Lipschitz
continuous.

B. Noise-adding Mechanism
To keep the objective functions ε-differentially private,
we consider the mechanism of adding noise to the public
multiplier µ, as shown in Algorithm 2. At each iteration t,
the central server in the cloud adds a zero mean noise to the
public multiplier by
µ ← µ + v(t),

t ∈ [T ]

(15)

before sending it to the agents. The noise v(t) added over
time can be correlated.
Algorithm 2 Differentially Private Cloud-based Distributed
Optimization
Require: x0 ∈ X , µ0 ∈ M, parameters αt , γt , number of
iterations T .
xi ← xi (0), µ ← µ0
for t = 1 to T
 do

µ0 ← ΠM µ + γt bT x − αt µ
for i = 1 to N do
xi ← ΠXi [xi − γt (ai + µbi + αt xi )]
end for
µ ← µ0 + v(t)
t←t+1
end for
Compared to some other mechanisms that add noise to
the states or the objective functions of every agent, this
mechanism is much easier to implement in practice because
only the cloud needs to add noise to its computations.
C. Differential Privacy with Metric
The main ingredients for defining ε-differential privacy are
private data and observables. The private data here is the set
N
N
of objective functions D = {fi (xi ) = aT
i xi }i=1 ∈ Πi=1 Fi .
Two sets of private data are adjacent if they differ in at
most one entry. In addition, we define a distance between
two adjacent private data, which derives naturally from the
distance between objective functions.
N
Definition 1: Two private data D = {fi (xi ) = aT
i xi }i=1
0
0
0T
N
and D = {fi (xi ) = ai xi }i=1 are adjacent if there exists
an index i ∈ [N ] such that aj = a0j for each j ∈ [N ]\{i}.
In addition, the distance between the two adjacent data is
defined by
d(D, D0 ) = kai − a0i k,
(16)
where k · k is the Euclidean norm on Rni
The observable in the distributed system is the sequence of
public multipliers µ(T ) = {µ(1), . . . , µ(T )}, where µ(t) ∈
M for all t ∈ [T ]. It is determined by three factors:
• the choice of initial condition x0 ∈ X , µ0 ∈ M,
• the noise-adding mechanism, namely the probability
distribution of v (T ) = {v(1), . . . , v(T )} in Algorithm 2,
• and the private data D.
Remark 2: Therefore, when fixing the initial condition
x0 ∈ X and µ0 ∈ M, the private data D, and the noiseadding mechanism v (T ) , µ(T ) is a sequence in R, which we

x0 ,µ0 (T )
denote by (µD,v
; when only fixing the initial condition
(T ) )
x0 ∈ X and µ0 ∈ M and the private data D, µ(T ) is a
random process in R, which we denote by (µxD0 ,µ0 )(T ) .
In this work, we use the metric version of ε-differential
privacy from [30], which is stronger than the commonly used
non-metric version of ε-differential privacy.
Definition 2: The distributed system is (ε, δ)-differentially
private, if for any choice of initial condition x0 ∈ X , µ0 ∈
M, for any two sets of adjacent private data D, D0 , and for
any possible set of observations O, the inequality
h
i
h
i
0
P (µxD0 ,µ0 )(T ) ∈ O ≤ eεd(D,D ) P (µxD00,µ0 )(T ) ∈ O + δ
(17)
holds, where (µxD0 ,µ0 )(T ) and (µxD00,µ0 )(T ) are random processes as explained in Remark 2. When δ = 0, we call the
distributed system ε-differentially private.

D. Influence of Noise on Performance
Generally, adding noise v (T ) to Algorithm 2 weakens its
ability to converge to optima of the cloud-based distributed
optimization problem. We measure this loss of performance
by the difference of the result derived by Algorithm 2 and
the result derived by Algorithm 1.
Definition 3: The loss of performance for private data D
in Algorithm 2 due to the noise is defined by
i
h
x0 ,µ0
0 ,µ0
(18)
ΛD = max Varv(T ) µxD,v
(T ) (T ) − µD,0 (T ) ,
x0 ∈X
µ0 ∈M

Formally, setting v (t) = 0, the updating law of Algorithm 2 is written as
 

    
(1 − αt γt )IN
−γt b
x
x
γa
← ΠX ×M
− t
,
µ
0
γ t bT
1 − α t γt µ
(19)
T T
where a = [aT
,
.
.
.
,
a
]
and
I
is
the
N
×
N
identity
N
1
N
matrix. Therefore, by the non-expansiveness of the projection
ΠX ×M , when there is a perturbation τ on the state x and a
perturbation δ on the multiplier µ at time t, the perturbation
propagated to the next iteration is bounded by

 
(1 − αt γt )IN
−γt b
τ
.
(20)
γ t bT
1 − αt γt δ
In this case, we start with the perturbation
δ = 0,

where “1” is the ith element, and want to design a mechanism
that adds noise only to µ to cover its influence over time.
To cover the persistent influence of perturbing an objective
function temporarily at time s, we add noise to the public
multiplier bite by bite over time. As shown in Figure 1, the
perturbation in x(s) propagates to both x(s + 1) and µ(s +
1). This influence on µ(s + 1) can be covered by directly
adding Laplace noise to it, while the influence on x(s + 1)
will be covered by adding noise on µ(s + 2), µ(s + 3), . . .
later on. Since all the influences are generated by a single
perturbation, we choose to add completely correlated noise
over time.

x0 ,µ0
x0 ,µ0
where µD,v
(T ) (t), µD 0 ,0 (t) are the public multipliers at time
T generated by Algorithm 2 with initial condition x0 , µ0 , set
of objective functions D, and noise v (T ) and 0, respectively.

IV. D IFFERENTIALLY P RIVATE N OISE - ADDING

(21)

τ = [0, . . . , 0, 1, 0, . . . , 0]T .

x(s)

µ(s + 1)

µ(s + 2)

...

x(s + 1)

x(s + 2)

...

MECHANISM

The difficulty of keeping the objective functions εdifferentially private lies in the fact that they are used
repeatedly at every iteration. As observations accumulate,
the blurring effect of noise can be weakened. In addition,
the influence of perturbing an objective function even temporarily extends to other agents and remains over time.
Furthermore, the noise added to the multipliers to keep them
ε-differentially private also remains over time.
To solve this problem, we analyze how the nondifferentially private cloud-based optimization algorithm responds to perturbation on the objective functions, and then
design noise to cover this perturbation. The approach is an
extension to the commonly used sensitivity analysis.
A. Temporary Perturbation on Objective Functions
To begin with, we study the case of perturbing the parameter ai of the objective function fi (xi ) = aT
i xi temporarily
at time s, when no noise is added to the algorithm. By
Algorithm 2, this is equivalent to applying the same perturbation directly to the states xi at the same time, but scaled
by γt /(1 − αt γt ). Though the perturbation is temporary, its
influence remains after time s.

Fig. 1. To cover the persistent influence of perturbing an objective function
temporarily at time s, we add noise at each time t ≥ s + 1 that just covers
the proportion of the perturbation that propagates through the solid lines.

This idea yields the following ε-differentially private
mechanism to cover a temporary perturbation on an arbitrary
objective function fi (xi ).
Mechanism 1: In Algorithm 2, add completely correlated
Laplacian noise


if 1 ≤ t ≤ s
0,
vs (t) = γs γs+1 lw,
if t = s + 1 .




γs γt Πt−1
(1
−
α
γ
)
lw,
if
t≥s+2
k k
k=s+1
(22)
where αt , γt are given in (9), l is the overall Lipschitz
constant for the constraint g(x), and w ∼ Lap(1/ε) is a
Laplacian noise.
The following lemma gives the asymptotic behavior of
noise vs (t) in Mechanism 1.
Lemma 3: The noise vs (t) in Mechanism 1 obeys


t1−c1 −c2 − s1−c1 −c2
vs (t) ≤ γ12 (st)−c1 exp −α1 γ1
lw,
1 − c1 − c2
(23)

x0 ,µ0 (T )
Definition 4: An s-perturbation ν (T ) of (µD,v
is a
(T ) )
sequence of public multipliers such that

when t → ∞.
B. Constant Perturbation on Objective Functions

•

When the perturbation on the parameter ai of the objective
function fi (xi ) = aT
i xi at time s is constant, by the setup
of Algorithm 2, the influence is no larger than adding
the influence of temporary perturbations at all iterations.
Therefore, the following noise-adding mechanism keeps each
objective function fi (xi ) ε-differentially private for constant
perturbation. Again, since all the influences are generated by
a single constant perturbation, we choose to add completely
correlated noise over time.
Mechanism 2: In Algorithm 2, add completely correlated
Laplacian noise
v(t) =

t−1
X

vs (t) =

s=1



if t = 1

0,
γ1 γ2 lw,
if
t=2.


Pt−1

t−1
γt γt−1 + s=1 γs Πk=s+1 (1 − αk γk ) lw, if t ≥ 3
(24)
where αt , γt are given in (9), l is the overall Lipschitz
constant for the constraint g(x), and w ∼ Lap(1/ε) is a
Laplacian noise.
Theorem 4: The noise-adding Mechanism 2 keeps the
objective functions ε-differentially private in Algorithm 2.
The asymptotic behavior of v(t) as t → ∞ is given by
the following theorem.
Theorem 5: In Mechanism 2, the noise added at time t is
dominated by
γ1 −(c1 −c2 )
t
lw,
(25)
v(t) 
α1
where constants c1 > c2 are given in (9). Thus, v(t)
converges to 0 as t → ∞.
V. T RADE - OFF BETWEEN P RIVACY AND P ERFORMANCE

•
•

x0 ,µ0
for k ≤ s − 1, ν(k) = µD,v
(T ) (k),
x0 ,µ0
kν(s) − µD,v(T ) (s)k ≤ 1,
for k ≥ s + 1, ν (T ) evolves by the same law as
x0 ,µ0 (T )
(µD,v
, namely by Algorithm 2 with noise-adding
(T ) )
mechanism v (T ) , set of objective functions D and initial
condition x0 , µ0 .

0 ,µ0
(T )
The set of s-perturbations of (µxD,v
is denoted by
(T ) )
Qs (x0 , µ0 , D, v (T ) ).
Using Definition 4 of s-perturbations, we can define the
impulse response of the ith agent for perturbation on the
public multiplier µ(s).
Definition 5: The impulse response of agent i ∈ [N ] at
time t ∈ [T ] for an s-perturbation on the public multiplier is
defined by

κi,s→t =

max

x0 ∈X , µ0 ∈M
v (T ) ⊆R, ν∈Q

x0 ,µ0
(t) − ν|,
|µD,0

where Q = Qs (x0 , µ0 , D, v (T ) ) is the set of s-perturbations
x0 ,µ0 (T )
of (µD,v
.
(T ) )
Below, Theorem 6 gives an approximate upper bound
on the impulse response, and ensures that the upper bound
converges under the following condition.
Condition 1: The parameters α1 , γ1 in (9) satisfy
N

X
α1
li2 ,

γ1
i=1

(27)

where li is the ith Lipschitz constant of the constraint g(x).
Theorem 6: The impulse response of agent i ∈ [N ] at
time t ∈ [T ] for perturbation on the public multiplier µ at
time s ≤ t is bounded by
κi,s→t ≤ Πtk=s+1 rk ,
with the rescaling factor
v
u
N
u
X
rk = t(1 − αk γk )2 + γk2
li2 ,

To keep the objective functions in the cloud-based distributed optimization algorithm ε-differentially private, we
add noise to the sequence of public multipliers µ(T ) according to Mechanism 2. This noise will prevent Algorithm 2
from attaining the optima. In this section, though achieving
the exact optima is not always possible, the result derived by
Algorithm 2 will stay in the vicinity of the original optima
in a probabilistic sense.

This upper bound is dominated by


t1−c1 −c2 − s1−c1 −c2
t
Πk=s+1 rk  exp −α1 γ1
,
1 − c1 − c2

A. Response to Perturbation on Public Multipliers

which converges to 0, as t → ∞ under Condition 1.

To begin with, we compute the influence of perturbing the
public multiplier µ(s) temporarily at time s on the state of
0 ,µ0
(T )
the ith agent at time t. Let (µxD,v
be the sequence
(T ) )
of public multipliers generated by Algorithm 2 with noiseadding mechanism v (T ) , set of objective functions D and
x0 ,µ0 (T )
initial condition x0 , µ0 . The s-perturbation of (µD,v
(T ) )
is derived by giving it an at-most-unit-in-norm perturbation
at time s.

(26)

(28)

(29)

i=1

(30)

B. Trade-off between Privacy and Performance
To derive an upper bound on the influence of adding noise
by Mechanism 2 on the final result derived by Algorithm 2,
it suffices to collect the influence of noise added at each
iteration.
Theorem 7: The loss of performance (see Definition 3) for
protecting the private data D with Mechanism 2 is bounded

by

35.5

ΛD ≤

T
−1
X

35

v(t)κi,t→T

34.5

t=1
34

≤ γ1 γ2 lwΠTk=3 rk +
T
−1
X
t=3

γt ΠTk=t+1 rk

γt−1 +

t−1
X

!

33.5

γs Πt−1
k=s+1 (1 − αk γk ) ,

33

s=1

(31)
where αt , γt and rk are given in (9) and (29).
Combining Theorem 6 and Theorem 5 gives an explicit
upper bound on the loss of performance ΛD under Condition 1.
Theorem 8: The loss of performance for private date D
is bounded by
2T 2c2 l
(32)
ΛD ≤ 2 2 ,
α1 ε
for large T , under Condition 1.
By Theorem 8, the upper bound on ΛD depends only on
α1 not on γ1 , because γt decreases faster and is therefore
dominated by αt in the long run. Since this upper bound
is proportional to T 2c2 , it is preferable to choose c2  1.
Finally, noting that the upper bound is proportional to 1/ε2 ,
we see a trade-off between privacy and performance: when
ε decreases, a higher degree of privacy is achieved at the
cost of larger deviation from the optima, and vice versa.
For this reason, Theorem 8 can roughly be understood as
demonstrating that a T 2c2 penalty is paid in convergence in
exchange for a linear improvement in the privacy parameter.
VI. S IMULATION R ESULTS
We now present simulation results to demonstrate the
preceding bound on the loss of performance when keeping
the agents’ objectives private. The simulation consists of
N = 6 agents, each with xi ∈ R2 . The values of ai for
the agents’ objectives and bi for the constraint are shown in
Table I. The privacy parameter was chosen to be ε = ln 3.
In accordance with Condition 1 the values α1 = 1 and
γ1 = 0.01 were selected, along with c1 = 1/2 and c2 =
2/5. Together, these give the time-varying regularization and
stepsize values
αt = t−2/5 and γt = 0.01t−1/2 .

(33)

The initial state and dual value were chosen to be x(0) =
0 and µ(0) = 0. Using these problem parameters, two
simulation runs were conducted for T = 2, 000 iterations,
one with noise and one without, in order to compare the
x0 ,µ0
0 ,µ0
values of µxD,v
(T ) (t) and µD,0 (t) to assess performance
loss.
0 ,µ0
Figure 2 shows the values of µxD,v
(T ) (t) (lower curve) and
x0 ,µ0
µD,0 (t) (upper curve) across the range 1000 ≤ t ≤ 2000.
Here we find that, despite the noise added in accordance
with Mechanism 2, the two trajectories are very close, with
the distance between them a small fraction of their values.
Figure 2 suggests that the level of performance loss between

32.5
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Fig. 2.

0
The dual trajectory µx0 ,µ(T
) (t) from the private optimization

D,v

0 ,µ0
run (lower curve), and the dual trajectory µx
D,0 (t) from the non-private
optimization run (upper curve) for values of t between 1, 000 and 2, 000.
The small difference between these two curves indicates that the results of
the private optimization algorithm closely match those of the non-private
algorithm. Therefore, there is only small performance loss incurred by the
addition of privacy to the optimization process.

i

ai

bi

1

[−50 −50]T

[1.2 1.8]T

2

[−30 −20]T

[1.5 1.3]T

3

[−10 −40]T

[1.0 0.9]T

4

[−10 −60]T

[1.6 1.8]T

5

[−30 −20]T

[1.7 1.4]T

6

[−100 −50]T

[1.8 1.3]T

TABLE I
T HE VALUES OF ai AND bi FOR i ∈ [6].

x0 ,µ0
x0 ,µ0
µD,v
(T ) (t) and µD,0 (t) is quite small, with values differing
only slightly across the time horizon shown.
To further this point, Figure 3 shows the value of
x0 ,µ0
x0 ,µ0
µD,v
(T ) (t) − µD,0 (t)

ΛD (t)

,

(34)

with ΛD (t) computed according to Theorem 7 by evaluating
ΛD at each point in time during the simulation. In Figure 3 it
can be seen that the performance loss incurred by privacy is
bounded by approximately 0.05ΛD (t) for all time, indicating
close agreement between the private run and non-private run.
From Figures 2 and 3 we see that privacy of the agents’
objective functions is achieved in a way that still allows the
optimization to proceed successfully.
VII. C ONCLUSION
In this work, we studied the problem of randomizing a
cloud-based distributed optimization algorithm by adding
noise to meet the requirement of ε-differential privacy for
individual objective functions. To design such a noise-adding
mechanism, we analyzed the impulse responses of the distributed system, derived an upper bound, and then designed
a noise-adding mechanism that keeps the objective functions
ε-differentially private for the cloud-based distributed optimization algorithm. In addition, we showed that there is
a trade-off between the privacy of objective functions and
the performance of the randomized cloud-based distributed
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Fig. 3.
The value of µx0 ,µ(T
(t) − µx
D,0 (t) /ΛD (t) for times t
D,v )
between 1 and 2, 000. Here we see that the performance loss is not only
bounded above by ΛD (t) as shown in Theorem 7, but that it is almost
always bounded above by 0.05ΛD (t) in this case. This small value of
performance loss indicates that the private optimization algorithm is closely
matching the behavior of the non-private algorithm while providing privacy
guarantees to the agents’ objectives. Therefore, while the introduction of
privacy of agents’ objectives may impact the results of the optimization, it
does so in a way that still produces results that will be within reasonable
bounds of error in many applications.

optimization algorithm with noise. Finally, the theoretical
results were verified by simulation.
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